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PCM 21n nInTtn 1'2nnN

(NTN) mix?n jinxn RN nnwaw (Certificate) N0 T NTIVN 'TRN |I2NRD
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N'YVUI Nn'MNN. NINTNN2M aunnn(JWT) n'2007 Dimn o X INRAJWT Assertion — miy!
JIIRN 7W '019N NNann NIVXNANA
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PCM 210 ninTtn 1'2nnN

JWT: 0 NIVXNX1 N2WN7 ARNpP2 AT

GTTP GET [pcM FHIR BASE]/.well-known/smart- \

configuration

Response:
{

"authorization endpoint": "[PCM AUTHORIZATION
BASE] /authorize",
"token endpoint": "[PCM AUTHORIZATION

QASE] /token", j

POST "authorization endpoint™
Content-Type: application/x-www-form-urlencoded

Authentication

grant_type=client_credentials& IWT Claims
client_assertion_type=urn:ietf:params:oauth:client-assertion-type:jwt-bearer& s MRS | [ssuer of the JWT — the client's client_id, as determined during
client_assertion=eyJhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9....& — O o this [s the same as the value for
SCOpe=C0nsent.read Consent.wrlte fhlr' read sub fequired | The client's client_id, as determined during registration with the
FHIR authorization server (note that this is the same as the value
for the iss claim)
aud required PCM authorization server's "token URL" (i.e. - [PCM
AUTHORIZATION BASE]/token)
exp required Expiration time integer for this authentication JWT, expressed in
seconds since the "Epoch" (1970-01-01T00:00:00Z UTC). This time
SHALL be no more than five minutes in the future.
jti required | A nonce string value that uniquely identifies this authentication
JWT.
o - 3 i i TN
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Bearer token DVPCM n 2w nann? T

{
"access_token": "eyJraWQIiOilxMjMONTYILCJhbGciOiJSUzI1NiJ9...",
"token_type": "Bearer”,
"expires_in": 30,

"scope": "consent.read consent.write fhir.read"

}
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FHIR® IL &5 vcompie i myman

Software 4



~
SERVICE
PROVIDER

-

@
C Je
C <

J
=~

PCM n2avnl nNJ20N NOINI AINWIN

FHIR" IL &5

POST /oauth/token
p
5 DATA SOURCE
FHIR API Calls )
Enforce based on ﬁ
PCM decision @
FHIR
Resource

< \ Server

Policy
Enforcement

Point

J

. Ty
| O PCMI
~
Consent Policy
Authority Decision
Point
= ok
POST _j_
Vo /oauth/introsp Authorization
. ect Server
\__POST /oauth/token - <
’ i i TIWN
v COmpIe = o \q
Software Inr oNna ovnY N



PCM n2avnl nNJ20N NOINI AINWIN

{ S mreim J [ O pPcm

(J:) —— NP NP1 —>

€ — —— TP — — — Cz)

— D P NPl —

{ S ymnnpn

{e]

1PN LYP

O
1ML NPT
W N

opt =

< — yTRnIPNIPW - — (5

7L oy IRp —m8 ———>

o

NN NP1 —— o
o P — —

< MW 1NN 1P NP - o

4
Y| renipp

I

npTa
mrwIn

X[ 1PN X2 i
P — — >

{ % me n J [ O PCM J { g VT pn }

FHIR® IL & vcompie i s T

Software NI 0N onng

i



PCM %2In ninTtn

/oauth/token nbap Access Token "IN N\

npain Access Token 2aY 218 OAuth 2.0 myxnNa JWT Client Assertion. 12NN
MYyXNNa NN MTLS noen JWT nwpan quaa oinn.

Parameters “ Cancel

No parameters

Request body application/x-www-form-urlencoded v
grant_type * Tnn client_credentials
string

client_credentials
client_assertion_type * myxnNa mnTrn 1mx¥n JWT Bearer
string Assertion
urn:ietf:params:oauth:client-assertion-type
client_assertion * JWT 5510 RN T Yy ¥y oinn
string claims: iss, sub, aud, iat, exp, jti.

eyJhbGciOiJSUzI1NilsInR5cCl61kpXVCJ¢

scope ("221¥21X) wp1an MKXYIN 0NN

SErEng fhir.read

Send empty value
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PCM %2In ninTtn

Responses

Code Description Links

200 NNOXN2 PaNn 1PwL No links
Media type

application/json v

Controls Accept header.

Example Value Schema

{
"access_token": "eyJhbGci0iJSUzIINiIsInRS5cCI6

IkpXvCJo...",
"token_type": "Bearer",

"expires_in": ,
"scope": "fhir.read"

}
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/oauth/introspect 5m mrw mibw 17w nin'x PCM

5 Na yTn Mpn-PCM m1'w 1NN 52pw 1)1 NNRRY 1.

Parameters
Name Description
Authorization * Bearer token y1Tnn pn Hw
string Bearer eyJhbGciOi...
(header)
Request body application/x-www-form-urlencoded v
token * Access Token m1'win 1N M"Y yTn MpnY 1Dniw
string <DATA_SOURCE_ACCESS_TOKEN>
® ; i i TIWN
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Responses

Code Description Links

200 INPINM P10 MN' NIXXIN No links
Media type

application/json v

Controls Accept header.

Example Value | Schema

{

"active": true,

"patient”: "http://fhir.health.gov.il/identif
ier/il-national-id|000000018",

"aud": "https://fhir.maccabi4u.co.il/R4",

"iss": "https://pcm.fhir.health.gov.il/",

"token_type": "bearer",

"scope"”: "patient/Encounter.rs?_security=htt
p://fhir.health.gov.il/cs/hdp-information-bucke
ts|EncounterInformation&date=ge2024-01-01",

"client_id": "http://pcm.fhir.health.gov.il/o
rganization/633",

"expires_in": ,

"iat": ,

"exp": ,

"jti": "550e8400-e29b-41d4-a716-44665544000
e",

"intent": "http://pcm.fhir.health.gov.il/heal
thcareservice/269321"

}
+ . gl .
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MoH test service provider will send the
following Request:

 HTTP GET [Data Source FHIR

BASE] /Patient?identifier=http://fhir.health.gov.il/identifier/il-hdp-test-
id|1l

* The request will also include bearer token from PCM

TN
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Data source flow:

1. Receive HTTP GET request with bearer token from MoH test service provider
2. Authenticate to PCM using its own certificate and get PCM access token

3. With PCM access token as bearer do HTTP POST [PCM AUTHORIZATION
BASE] /introspect sending access token from service provider

POST /introspect HTTP/1.1
Host: pcm-example.fhir.health.gov.il
Accept: application/json
Content-Type: application/x-www-form-urlencoded
Authorization: Bearer 23410913-abewfq.123483 PCM access token

token=2YotnFZFEjr1zCsicMWpAA MoH test service :;OV'der access

@ b i jad  TIUN
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Response from PCM (introspection)

"active": true,
"patient": "http://fhir.health.gov.il/identifier/il-hdp-test-id|1",

"aud": "https://fhir.health-org-fhir-server.co.il/R4", ,'m‘l?e Iace
"iss": "https://pcm.fhir.health.gov.il/", e'7702-71/0 _With
"token type": "bearer", {eay iq

"scope": "patient/Patient.rs? security=http://fhir.health.gov.il/cs/hdp-
information-buckets|patientDemographics",

"client id": "http://pcm.fhir.health.gov.il/organization/633",

"expires in": 3600,

"iat": 1633532014,

"exp": 1633535614,

"Jti": "550e8400-e29b-41d4-a716-446655440000",

"intent": "http://pcm.fhir.health.gov.il/healthcareservice/269321"

FHIR® IL g ¥ compie 2 noan {
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Data source Response

e Data source should send back the synthetic test Patient resource with
identifier “1” (as defined in technical requirements document in
paragraph 3.10.1)

 The actual contents of the Patient resource does not matter for the
integration test and can be anything — as long as it is a valid FHIR
Patient resource and it has identifier

http://fhir.health.gov.il/identifier/il-hdp-test-id [ 1
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NITIVN 227 NI'NIn

1. Subject Information (Distinguished Name — DN)

Yes https://TestOrgPCM.TLS.gov.il For TLS server: hostname / FQDN.
Yes Test Org Legal organization name.
Yes Test Org ICT Internal grouping.
Yes IL ISO-3166 2-letter code.
Yes Tel Aviv
2. Subject Alternative Names (SAN)
Required types:
*DNS Names:
ehttps://TestOrgPCM.TLS.gov.il.gov.il
ehttps://api.TestOrgPCM.TLS.gov.il.gov.il
Note: CN is obsolete for hostname validation; SAN is authoritative.
3. Key Parameters
ECDSA P-256 Most common: RSA 2048/3072; ECDSA P-256/P-384.
ECDSA SECP-256 Must match policy.
digitalSignature Restricts operations allowed.
clientAuth, Code signing Defines allowed certificate purposes.
SHA-256
& 3 i jau TN
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NITIVN 227 NI'NIN

4. Certificate Policy Parameters

CA: False
For intermediate CAs.

CA-TestOrg.
1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.3
False

5. Validity Parameters

3 years. Public TLS max is 397 days.
Actual Date
Automated via ACME or scripts.

6. CSR Attributes

Generate a CSR (Certificate Signing Request) with:
1.Subject DN

2.SAN list

3.Public key

4.Key size/curve

Verify and issue the certificate using the CSR.

7. Operational Metadata for the System

"NTN"

Dev

Israel Israeli (System Security Responsible Person)
NTN Local Host, Data Sharing Local Host

Local file, Secrets Manager

ACME

FHIR® IL g 19 ¥ compie 2 ey
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