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1. Subject Information (Distinguished Name — DN)

Yes
Yes
Yes
Yes
Yes

https://TestOrgPCM.TLS.gov.il
Test Org

Test Org ICT

IL

Tel Aviv

For TLS server: hostname / FQDN.
Legal organization name.

Internal grouping.

ISO-3166 2-letter code.

2. Subject Alternative Names (SAN)

Required types:

*DNS Names:
ehttps://TestOrgPCM.TLS.gov.il.gov.il
ehttps://api.TestOrgPCM.TLS.gov.il.gov.il

Note: CN is obsolete for hostname validation; SAN is authoritative.

3. Key Parameters

ECDSA P-256

ECDSA SECP-256

digitalSignature

ServerAuth, clientAuth, Code signing

SHA-256

Most common: RSA 2048/3072; ECDSA P-256/P-384.
Must match policy.
Restricts operations allowed.

Defines allowed certificate purposes.
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4. Certificate Policy Parameters

CA: False
For intermediate CAs.

CA-TestOrg.
1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.3
False

5. Validity Parameters

3 years. Public TLS max is 397 days.
Actual Date
Automated via ACME or scripts.

6. CSR Attributes

Generate a CSR (Certificate Signing Request) with:
1.Subject DN

2.SAN list

3.Public key

4.Key size/curve

Verify and issue the certificate using the CSR.

7. Operational Metadata for the System

"NTN"

Dev

Israel Israeli (System Security Responsible Person)
NTN Local Host, Data Sharing Local Host

Local file, Secrets Manager

ACME

FHIR® IL g 8 ¥ compie 2 ey
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http://secure-web.cisco.com/1-WCR5t7-PudGCMRRDjh9FYrKY4W8D0XM_HWGqMAIjzxnu76LVX72kcGQwm3dPWep08zVzC1cojscngFP2ASPixEC0KuA5gxYAAaorZ7FByqMFXlYqIUA_LZQ7EeFNw1MXTqnhTkPwi25XPcbxDkkvZiLg7k7myJK22I0WYgEO1ESsZEdySNy9SrlOGy-C66CxrR17vUDFh8gRRIlQoI6aN0O9Qv5KSxmZGeDu_qke_bqlSLwzZh0nkHMGWVXI7kUZyD7cuQ5_88OlWw8L-86MIaJ7c2qXn_vnmiiDef3DOsNU9VzU2-WgsMgC3IdtygWXpiK3j2lECqwmRa0HR25hZJZLuJZVJQpdGIPAa6U2LHVx18IFrpunIdU4S6vzXDpeN39kWHn0AOd6MVM3oevhdz_2iba3bpuPp82GynZxjOXoSsiFa_UZo0cCKeGD8Tv/http%3A%2F%2Fcdp.health.gov.il%2Fcrl
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api/oauth2/token/

api/oauth2/introspect/

iss, sub, aud, iat, exp, jti :7221 M7
N'MT NEPIAN + 1217 K2 claim

NI NDD

authorization_details[0].fhirContext
n2wa nwn 232

Consent 1 Contract
[role: authorization-basis)

purposeOfUse, pcm_authentication_context

identifier=...& security=...|patientDemographics

(exp 'a2) My 24 VDL ,NIY 30 ¥

introspection & Token NJAN2 DMWY

JI91pn 20 0'NbIANN 'pwnNn 7221 o' L|pIv? nwpalinstrospection n1an 'y e

api/fhir-service/r4/token/

api/fhir-service/rd4/introspect/

O"PoY claims-1 DA R0
(extensions.hl7-b2b, pcm_service)

token (+ token_type_hint)

111*2471 N2 fhirContext
(Mnaon fTNa pla) k)] eall

(role: consent) 7292 Consent
"N = D1 NP 132

.. .=identifier

w30

Token NN

Introspect NJ1N2

client_assertion (JWT)

Introspection NP3 Ma

Response 1 I¥/pPNN D1PMN

NIREANN DYo2

nagna owTn mTe

(DR NPYTA) scope

1L qn

{active": false"} N12Wa X5 N2wN ,Introspect-5 7IX'172 7253 NOX MATH DOW , X127 532 mTLS 1w XS5
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Introspect-2 NMaY 1PV NHap

Request
POST /api/fhir-service/r4/token HTTP/1.1
Host: pcm2mtest.health.gov.il
Content-Type: application/x-www-form-urlencoded
grant_type=client_credentials
&client_assertion_type=urn:ietf:params:ocauth:client-assertion-type:jwt-bearer
&client_assertion=eyJhbGciOiJFUzIINiIsInR5cCI6IkpXVCIsImtpZCI6. . .
&scope=system/*.crus
&resource=https://pcm2mtest.health.gov.il/api/oauth2/introspect
Response (Nayvian) client_assertion — Claims
{ {
"access_token": "4ed72886-df31-4fe8-a86d-1bc6f53ead493", "iss": "issuer",
"token_type": "Bearer", "sub": "issuer",
"expires_in": 3@, "aud": "https://pcm2mtest.health.gov.il/api/oauth2/token",
"scope": "system/*.crus" "jti": "introspection-bearer-eee1",
} "iat": 1706640000,
"exp": 1706640300
¥
X22 . Token-i1 N21N2 = JWT-12 aud-i1.12°1TA:7 Introspect-i1 1121112 = resource
.authorization_details
® - ’ i jwi _ TIWN
FHIR® IL & 11 vcomrpie & pyoon
SOftWare NI 0NN 0N \‘



VTN PN 17X NN

MNIN / 19D — Introspection NWP2A

POST /api/oauth2/introspect HTTP/1.1 POST /api/fhir-service/rd4/introspect HTTP/1.1
Host: pcm2mtest.health.gov.il Host: pcm2mtest.health.gov.il
Content-Type: application/x-www-form-urlencoded Content-Type: application/x-www-form-urlencoded
Authorization: Bearer 4ed72886-df31-4fe8-a86d-1bc6f53ead93 Authorization: Bearer <the data source's own access token>
token=56cf2b2a-efe3-5135-99ab-7b93+134bal5s token=7f3c9ale8b24d5460alf. ..
&token_type_hint=access_token &token_type_hint=access_token
:Bearer DIPN2 client_assertion Dy maTr - nadon , 0721 973 bJPﬂﬂW 121011 X1il Bearer-i1. 73122 N321N23 X AYpeaanrvin

NS 1210 12100 X1 token 11T
POST /api/oauth2/introspect HTTP/1.1
Host: pcm2mtest.health.gov.il
Content-Type: application/x-www-form-urlencoded

token=56cf2b2a-efe3-5135-99ab-7b93+134bal5

&token_type_hint=access_token
&client_assertion_type=urn:ietf:params:oauth:client-assertion-type:jwt-bearer
&client_assertion=eyJhbGci0iJFUzI1NiIs... // aud = .../r4/introspect
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MNIN / 19 :(batch) D'9910N DY NP*TA - Introspection NN

(0.4.2) "\ NN (0.3.4) nad>
{ {

"active": true, "active": true,

"scope": "system/Patient.s?identifier= "scope": "system/Patient.s?identifier=
http://fhir.health.gov.il/identifier/il-national-id|1, http://fhir.health.gov.il/identifier/il-national-id|1,
http://fhir.health.gov.il/identifier/il-national-id|2, http://fhir.health.gov.il/identifier/il-national-id|2,
http://fhir.health.gov.il/identifier/il-national-id|3 http://fhir.health.gov.il/identifier/il-national-id|3",
& security=.../il-hdp-information-buckets|patientDemographics", "client_id": "pcm-presence-orchestrator”,

"client_id": "pcm-presence-orchestrator", "sub": "pcm-presence-orchestrator",

"authorization_details": [ { "iss": "https://pcm2mtest.health.gov.il/api/fhir-service/r4",

"type": ".../authorization-details/fhir-data-access", "aud": "https://fhir.hmo-b.example.org/r4",
"fhirContext": [ "exp": 1793023421,
{ "type": "Contract", "iat": 1793623391
"role": ".../fhir-context-role/authorization-basis", }

"identifier": { "system": ".../pcm-data-access-authorization-id",
"value": "PCM-POLICY-PRESENCE-@01" } },
{ "type": "Patient",
"role": ".../fhir-context-role/authorization-patient"”,

.scope-1 27 1910 02910101 — 552 fhirContext 1M X2 batch-2:7195
"identifier": { "system": ".../il-national-id", "value": "eeeeeee18" } },

{ ... "000000026" }, { ... "000000034" } ,(Contract) X117 D’D2 OV authorization_details /7 N2'Wa N2IWN 522 10X
1, .170NM D229VNAN
"purposeOfUse": [ { "system": ".../pcm-authorization-scenario”,

LJNap1na 1 meaTian mmen

"code": "presence-check" } ]
P
"pcm_authentication_context": { ... },
"iss": "https://pcm2mtest.health.gov.il/api/oauth2",
"aud": "https://fhir.hmo-b.example.org/rd4",
"sub": "pcm-presence-orchestrator",
"iat": 1791104400,
"exp": 1791190800

FHIR® IL &% 13 vcompie 1 pean
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FHIR™IL

by em
83:1-00

:0"LNI'O D791LN NMTAN

PCM-n ninTan? DXIMN NIMMIND NiDwna (72”7-1”71” nantn)

- (3.10 9'w0) NIAI7122L NIWNAT JN0NY? DNNNA

Field

15t Synthetic Patient

2"d Synthentic Patient

Patient.identifier.system

http://fhir.health.gov.il/identifier/il-

http://fhir.health.gov.il/identifier/il-

hdp-test-id hdp-test-id
Patient.identifier.value 1 2
Patient.name.given Israel Israela
Patient.name.family Israelov Israelov

Patient.meta.security.system

http://terminology.hl7.org/CodeSy
stem/v3-ActReason

http://terminology.hl7.org/CodeSy
stem/v3-ActReason

Patient.meta.security.code

HTEST

HTEST

:D'YITIN VTN 720 722 DAOR'AN D'7910NN Y7 DMYAY NTH? WAT 0" VTN 1907 1w

nrwa ,niann ,omiao ,onip'a ,ninnaN ,NanaInT

.01IN17 Parse VINII NIN?'RW N727 RN FHIR-N MY 2w AR?0 N2 NITE:ATIAY N2

.N7XN2 NNXIADANN IUNI N7 M TUW DRIN - DIDIN? qQiwnw 2IX'N Endpoint — FHIR Endpoint :2"an% nnw
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https://www.gov.il/BlobFolder/guide/data-portability-certification-program/he/units_digital-health_data-portability-certification-program_fhir-techical-guidelines-9-2025-v3-9.pdf
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:Scope
patient/Patient.rs?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets | patientDemographics&_security:not=http://terminology.hl7.org/CodeSystem/v3-
Confidentiality | V& _security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | R
patient/Condition.rs?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets | diagnoses&recorded-date=ge2025-10-
26&_security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | V& _security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality |R
patient/Encounter.rs?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets [encounterinformation&date=ge2025-10-
26&_security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | V& _security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality |R
patient/DocumentReference.rs?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets [ clinicalNotes&date=ge2025-10-
26&_security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | V& _security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality |R
patient/MedicationRequest.rs?_security=http.//fhir.health.gov.il/cs/il-hdp-information-buckets | medications&authoredon=ge2025-10-
26&_security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | V& _security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality |R
patient/MedicationAdministration.rs?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets | medications&effective-time=ge2025-10-
26&_security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | V& _security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality |R
patient/MedicationStatement.rs?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets [ medications&effective=ge2025-10-
26&_security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | V& _security:not=http://terminology.hl7.org/CodeSystem/v3-Confidentiality | R
patient/Allergyintolerance.rs?_security=http.//fhir.health.gov.il/cs/il-hdp-information-buckets [ allergiesAndIntolerances&date=ge2025-10-
26&_security:not=http.//terminology.hl7.org/CodeSystem/v3-Confidentiality | V& _security:not=http://terminology.hl7.org/CodeSystem/v3-Confidentiality | R
patient/Organization.r?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets [organization
patient/Location.r?_security=http://fhir.health.gov.il/cs/il-hdp-information-buckets [ organization
patient/Practitioner.r?_security=http.//fhir.health.gov.il/cs/il-hdp-information-buckets [ practitioner
patient/PractitionerRole.r?_security=http.//fhir.health.gov.il/cs/il-hdp-information-buckets [ practitioner
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(VT APN) AN NNXNADIN? NPT 'WINAN
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N'2'9%/N1rrn NPT NTNN :0'2910N DI'P NP'TA? [IAX? PCM nma
nin @ nY91VN YV YT'N NNIPN APITNN 1
NNK N1 NN D'N"p DI'NWI OM'
VTN MTNNI N7XM NIKYIN NI :791bNN NNJ20N N73p 7w E2E 170N 111N N2'WNI NINYIN, NNDAN
nn @ 2
(200 OK) xn-FHIR N mwn VT Ml |wpaonbak  NINT FHIR
-0 210 NN 1N2101 NA'PN N9HYY NINMAN 2N 2V NDRT-NLA NN DN PYNN 2INWUN
1721'%9IN .. 3
PCM N2 0''vani 0Namnnn (Organizations)

DTAINN-Scopes NI DMIN'WN AI720) 2INWUN

2lapllalbylakal (Services) o'y pwnn 21IRUnN 4
1
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nain — (0Mm"p X1 0'M*p) 0Ya1vNn YV VTN NNIpN NpItnn .1

MNMAIXRD NNOWIN batch NXMIPO AT

POST /fhir HTTP/1.1

Host: hmo-b.example.org

Authorization: Bearer 7f3c9ale8b24d546@alf...
Content-Type: application/fhir+json

Accept: application/fhir+json

{
"resourceType": "Bundle",
"type": "batch",
"entry": [
{ "request": { "method": "GET",
"url": "Patient?identifier=http://fhir.health.gov.il/identifier/il-national-id|1& summary=count& count=0" } },
{ "request": { "method": "GET",
"url": "Patient?identifier=http://fhir.health.gov.il/identifier/il-national-id|2& summary=count& count=0" } },
{ "request": { "method": "GET",
"url": "Patient?identifier=http://fhir.health.gov.il/identifier/il-national-id|3& summary=count& count=0" } }
]
¥

:Bundle X952 ,5727 vron N w PCM - TT12 9100 May

GET /fhir/Patient?identifier=http://fhir.health.gov.il/identifier/il-national-id|1& summary=count& count=0
Authorization: Bearer 7f3c9ale8b24d5468alf...

® - ’ i jwi _ TIWN
FH'R‘ ”_ gztDD 18 v gf?{azple ’,.g: n"(:-nl—g '
anr o'NM2 ovn ‘
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nain - (0M"p X21 0'M'"P) 029100 2V YT DNIPN Npitnn .1

:batch NINMP MaY NI*PN NN NNAT

i

"resourceType": "Bundle",
"type": "batch-response”,

"entry": |
{ "response”: { "status": "28@8" },
“resource”: { "resourceType": "Bundle", "type": "searchset", "total": 1 } },
{ "response": { "status": "288" },
"resource”: { "resourceType”: "Bundle", "type": "searchset", "total": 1 } },
{ "response”: { "status": "28e" },
"resource”: { "resourceType": "Bundle", "type": "searchset", "total": @ } }
]

AN2WIW MEpan 17D a2 MMTD MAIWNN 1Y batch-response D190N Bundle MTMN NMAIND »
MK NMava -

DYP <-total: 1 o

DPpP NY <-total: 0 o

Unknown <- 1IN /NN NONYIN 2D o

FHIR IL %% 19 vcompie 1 pean
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nain -1 FHIR-N mwn 012imna na'wni PCM NIRWAN ,NNDAN '2'20N NINN .2

NP TAN 'YWMN NXNMvn

nNaw/ DILLOD N9IXN NRXIN NyXIaN n21v9 nP'1d Unmn H

nnenn N1avi nvpan nn'on

)Jne nponSSL Error ( NNNINAD NIP? NTIVN X272 pwnn? nma (mTLS) niTivn nanx 1
-Handshaken nn1a
I | I - 1
HTTP 401 (Missing Token) D9 1TU'N APV NYPAN NUNT n MwnToken N1avn X%2? nnoaixn nMa (Missing) [1b ninw 5
NINTM PCM
HTTP 401 (Unauthorized / -1 721 X722 [pIon 1T / N7'va X? nnaon/ qpin a9 [pIiv DY N9 .
. . (Invalid) jj1o nia'pn 3
Invalid) nwpan ntNTiintrospection NN'WN NIKYINN NANN
-1 i 1 i | |
mrnHTTP 200 OK (+ N MY? 0139, DR AW 21 [IIMTLS NTIVN DY NA'PN N9 (Happy nx'm nnnit
2910n 1M MTNIMRNFHIR 4
Payload) neini Path)

-Scope? ONNNA D'N7N

J1RN FHIR-N mMwn 2'9p yT N2'wnl IN?n MIYPN 2A'NN 0T 27 ,(N1220YaIX AN yTnn Mtnn 12) MVP-n 27w7% Tiana*
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https://mohgovil.github.io/Swagger/docs/api-docs.html#tag/Organization/operation/searchOrganizations

VT ipn = nnZ2Xn "1

VTN 11PN [IN? AN7X¥N 'TTN

NINMAN TIwnl PCM-n DITID0A NTNVI N'YIADI'N 1IWIRY D1AYNN DMLY

(Definition of Done) 2vi91 NN7XN NUXP'TINN (Criteria) 7TaIn nN%xn TN 1aT/ DINn #
.NTIVN X772 NIMA%SSL XA DY ND?7NIN Nn'oNe [INY ND1222 ANYNMTLS naax N0'1IN WY NNLAN
-N N2 N'YNIN NA'RY NMIAVN [12'01 N2AN 1
.N2'PN NIPY? NTIVAR DY NIRIMN NIYPL Y pon 1aune Handshake. (mTLS Ingress)
2"AN 2 MYIND NTIVN DY n'19e 1"an 2INmTLS NNN NP NINTN -PCMn 21n nInTth
-PCM n mw 210 [IRN 2w NINTTA '20N VIxa 2
200 OK. oivvoalntrospection VINTY 171 |pIL NYAe JINDW N77 1TIvtAccess Token N7l (Authentication)
JNaviani na'pnintrospection NaIwN N7ape -PCMn 21n nN'wi [N [pIL NIN'R NINYIAN NIN'N
N7api-Introspection Endpoint 7 nN7xin nma 3
.?INNI NN20NN, [PILN DILLO 7Y |12 'IN'Te NP1 VI [pIbn 1AV Nia'pn 0IbLO (Token Introspection)
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