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JWT: 0 NIVXNX1 N2WN7 ARNpP2 AT

POST "authorization endpoint" ﬂTTP GET [pCM FHIR BASE]/.well-known/smart- \
Content-Type: application/x-www-form-urlencoded configuration
Response:

grant_type=client_credentials&
client_assertion_type=urn:ietf:params:oauth:client-assertion-type:jwt-bearer& ) - o
client_assertion=eyJhbGciOiJSUzI 1NilsInR5cCIBIkpXVCJQ....& e e T SR
scope=consent.read consent.write fhir.read "token endpoint": "[PCM AUTHORIZATION

QASE] /token", j

{

barrear token b UPCM n 2w nann? T

{
"access_token": "eyJraWQIiOilxMjMONTYiLCJhbGciOiJSUzI1NiJ9...",

"token_type": "Bearer”,
"expires_in": 30,
"scope": "consent.read consent.write fhir.read"

}
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10N N22pP NN ARNP? AT

GET httpSZ//pcm.gOV.i|/fhil’/COﬂSGnt/”consent—id”
Authorization: Bearer <access_token>
Accept: application/fhir+json

- —\ API Request (with -~ ~
| HEALTHCARE ORGANIZATION. Access Token) O oM
@ < — Data Crud- — >
| l <~ — — API Response- — — — é> Data
Access Token Client App/ mtls FHIR Facade
(Bearer) Integration ) \_ W,
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Example partial PCM access
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Submit request for patient consent

Generate Consent resource

resourceType Consent
patient
identifier
system http:/ifhir.health.gov.ilfidentifier/il-national-id
value 123456789
status proposed
scope
category
extension
[0]
url http:/ifhir.health.gov.il/StructureDefinition/pcm-service
valueReference
reference Healthcare Service/pem-service-id
provision
type permit
purpose
actor
[0]
role
coding
[0]
code IRCP

system http:/iterminology.hl7.org/Code System/v3-Participation Type

display service-provider
reference

reference Organization/service-provider-org-id

FHIR" IL &6

: "Consent",

"identifier": {

"value": "123456789"
by
"status": "proposed",
"scope": {

"o

"code": "patient-privacy",

"Privacy Consent"

"category": [
{

"coding": [

. "INFA",

"display": "information access"

}

"extension": [

{

"url": "http://fhir.health.gov.il/StructureDefinition/pcm-service",

"valueReference": {

"reference": "HealthcareService/pcm-service-id"

1,

"provision": {

"permit",
pose": [

de": "TREAT",

"actor": [
"role": {
"coding": [
{
"code": "IRCP",
"system": "http://terminology.hl7.org/CodeSystem/v3-
ParticipationType",
"display": "service-provider"
}
]
I
"reference": {

v cormpie

Software

"http://fhir.health.gov.il/identifier/il-national-id",

: "http://terminology.hl7.org/CodeSystem/consentscope",

"http://terminology.hl7.org/CodeSystem/v3-ActCode",

tem": "http://terminology.hl7.org/CodeSystem/v3-ActReason"
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Submit request for patient consent
Send request to PCM

1.HTTP POST Consent resource to [pcu FHIR BASE] /consent €ndpoint
using bearer token received at previous step, get back resource

with ID
* Response:
{
"resourceType": "Consent",
"1id": "resource-id-12345",
"meta": {
"versionId": "1",

"lastUpdated": "2025-11-09T11:38:53.845+00:00",

FHIR® L 2 v compie FPMETERE
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Consent request approval

* Contact patient somehow, tell them to open PCM and approve the
request
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Check Consent status
Request

1.Request Consent resource (using bearer
token) with status and endpoints via HTTP

GET [PCM FHIR BASE] /Consent?_idzresource—id—

12345& 1nclude=Consent:actoré& include:lterate=
Organization:endpolnté& 1nclude:iterate=0rganiz

atlon:partof

Software ~ anrowmaonnd



Check Consent status
Response — data model

HealthcareService Organization
Sernvice H UZ-SewicePrmrider]
-
extension[0] val ueReference provision.actor[0].reference

Consent )
Consent1

prmfisinn.ac,mr[:"]'.reference [ prmrisinn.attor[;]_.reference

p — Organization
Organization
HDE—Sm.me] Habaie L
L —
patient
endpoint

endpoint

Y Y

e . : Endpoint
Endpoint Patient HODataSource
HO2DataSource Patient1 . 4

FHIR" IL &5 vcompie 1 pean
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Check Consent status
Response - Consent

Consent
Id: 52464989

Organization
Id: 52464995

Organization
Id: 52464991

Organization
Id: 52464992

Organization
Id: 52464993

Endpoint
Id: 52464994

Organization
Id: 52464985

Endpoint
Id: 52464986

FHIR" IL &6

»

2¥ s Conser
| resourceType Consent
1id 52464989
B+ [ meta
(=) extension
E [0]
url https:/imoh.gov.il/fhir/ StructureDefinition/pcm-service
valueReference
reference Healthcare Service/52464988
[+ [ identifier
| status active

[+ [ scope
[+ [ category
[=F [ patient

reference Patient/52464987
[+ [ performer
[=F [ provision
| type permit
period
start 2025-11-06
end 2025-12-06
[=F [ actor
[ o0
ol
[2]
role
coding
[0]
system http:/iterminology.hi7.org/Code System/v3-ParticipationType
code CST
reference
reference Organization/52464995
[+ [ purpose

"resourceType": "Bundle",
"id": "3efd462e-0511-4d89-acd7-5b47c735cb95",
"meta": {

"lastUpdated": "2025-11-09T11:46:31.740+00:00"
by

"type": "searchset",
"total": 1,
"link": [ {
"relation": "self",
"url": "[PCM FHIR BASE]/Consent? id=resource-id-

12345&_include=Consent:actor&_include:iterate=Organization:endpointé&_ includ

e:iterate=Organization:partof "

Pl
"entry": [ {

"fullUrl": "https://hapi.fhir.org/baseR4/Consent/resource-id-12345",
"resource": {
"resourceType": "Consent",
"id": "resource-id-12345",
"meta": {
"versionId": "1",
"lastUpdated": "2025-11-09T10:14:31.705+00:00",
"source": "#nW7htESi6Wshg6ZK"
I
"extension": [ {
"url": "https://moh.gov.il/fhir/StructureDefinition/pcm-service",
"valueReference": {
"reference": "HealthcareService/pcm-service-id "
}
bl
"identifier": [ {
"use": "official"
"system": "http://pcm.test2/identifiers",
"value": "consentl"
Pl
"status": "active",
"scope": |
"coding": [ {
"system": "http://terminology.hl7.org/CodeSystem/consentscope",
"code": "patient-privacy",
"display": "Privacy Consent"

bl

b

"category": [ {
"coding": [ {

"system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
"code": "INFA",
"display": "information access"

bl
Pl
"patient": {

"reference": "Patient/52464987"
by
"performer": [ {

"reference": "Patient/52464987"
Pl
"provision": {

¥ compie ) e
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Check Consent status
Response - Organization

Consent
Id: 52464989

Organization
Id: 52464995

Organization
Id: 52464991

Organization
id: 52464992

Organization
ld: 52464993

Endpoint
Id: 52464994

Organization
Id: 52464985

Endpoint
Id: 52464986

FHIR" IL &6

| ]

23 M Organization

&
G
E

=

E

| resourceType Organization

| id 52464935
| meta
| identifier
type
[0]
coding
[0}

system http:/ifhir.health.gov.ilics/pcm-org-types

code source

text Data Source

| partOf

| reference Organization/52484993

endpoint
[0]

reference Endpoint/52464994

v cormpie
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Check Consent status
Response - Endpoint
Conet o | o=

| resourceType Endpoint

Organization | id 52464994
ld: 52464995 & O meta
L [+ [ identifier
Organization
Id- 52464991 | status active
[} [ connectionType
Organization [+ [ payloadType

ld- 52464992 address https:/ifhir.ho2.org/R4

Organization
id: 52464993

Endpoint
Id: 52464994

Organization
id: 52464985

Endpoint
Id: 52464986

FHIR® IL &5 vcompie 1 pean
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Get access tokens to data sources

* Steps 6-7
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Data source
Request — service provider side

* (using bearer token from PCM)
HTTP GET pata source FHIR BASE]/Condition

TIWN
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Data source
Request — data source side

1. Recieve HTTP GET (pata source FHIR BASE]/Condition with bearer token from PCM
2. Authenticate to PCM using NTN certificate and get PCM access token

3. With PCM access token as bearer do HTTP POST [PCM AUTHORIZATION
BASE] /introspect sendingaccess token from service provider

POST /introspect HTTP/1.1
Host: server.example.com
Accept: application/json
Content-Type: application/x-www-form-urlencoded
Authorization: Bearer 23410913-abewfq.123483 PCM access token

token=2YotnFZFEjr1zCsicMWpAA Service Provider access token

’ i jwi TN
FHIR® IL 85 vcompie i ppoan
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Data source
Request — data source side (introspection)

"active": true,

"patient": "http://fhir.health.gov.il/identifier/il-national-
id|000000018™",

"aud": "https://fhir.maccabidu.co.i1/R4",

"iss": "https://pcm.fhir.health.gov.il/",

"token type": "bearer",

"scope":

"patient/Encounter.rs? security=http://fhir.health.gov.il/cs/hdp-
information-buckets|EncounterInformation&date=ge2024-01-01",
"client id": "http://pcm.fhir.health.gov.il/organization/633",
"expires in": 3600,
"iat": 1633532014,
"exp": 1633535614,

"Jti": "550e8400-e29b-41d4-a716-446655440000",
"intent": "http://pcm.fhir.health.gov.il/healthcareservice/269321"
}
FHIR® IL 8 ¥ compie PN q



Data source
Response

e Data source side

* Enforce patient context and scopes received via introspection and return data
according to FHIR REST API query

 Service provider side
* Receive and process data

b i jwi TN
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